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Abstract Defense against distributed denial-of-service attacks is one of the hardest security problems on the Internet.
Among those problems, the most difficult problem is to trace the attacks back to its origin for the attackers
always use incorrect or spoofed IP addresses in the attack packets. In this paper, we propose a multi-edge
marking scheme, which allow the victim to traceback to or near to the origin of the attackers with the help of
the network administrator. The scheme features high performance efficiency and no false positive. Compared
with the previous solutions, it has high precision and low computation overhead for victim to reconstruct the
attack paths. Base on this marking scheme, DDoS Scouter is developed.
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1. Introduction

With the wide deployment of Internet, security problems become the extreme threat to the Internet
society. Due to the stateless and destination IP address routing natures of Internet, the Denial of Service
attacks (DoS) are the most reported one among the security problems. A denial-of-service attack (DoS)
aims at denying a victim (host, router, or entire network) providing or receiving normal services in the
Internet. Distributed denial-of-service attacks (DDoS), typically conducted by flooding network links
with large amounts of traffic(which is the focus of the paper), consume the resources of a remote host or
network, thereby denying or degrading service to legitimate users. Such attacks are among the hardest
security problems to address because they are easy to implement, difficult to prevent, and very difficult
to trace.

In general, there are two types of flooding attacks: direct attacks and reflector attacks. In a direct
attack, an attacker arranges to send out a large number of attack packets directly toward a victim. Attack
packet types can be TCP, ICMP, UDP, or mixture of them. Before launching a direct attack, an attacker
first sets up a DDoS attack network, consisting of one or more attacking hosts, a number of masters or
handlers, and a large number of agents. The attacking host is a compromised machine used by the actual
attacker to scan for vulnerable hosts and to implant specific DDoS master and agent programs. With
an attack network ready, the attacking host may launch a DDoS attack by issuing an attack command
with the victim’s address, attack duration, attack methods, and other instructions to the masters. Each
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master, upon receiving the instructions, then passes them to its agents for execution. A reflector attack is
an indirect attack in that intermediary nodes(routers and various servers), better known as reflectors, are
innocently used as attack launchers. An attacker sends packets that require responses to the reflectors
with the packets’ inscribed source addresses set to a victim’s address. Without realizing that the packets
are actually address-spoofed, the reflectors return response packets to the victim according to the types
of the attack packets. As a result, the attack packets are essentially reflected toward the victim, and the
reflected packets can flood the victim’s link if the number of reflectors is large enough.

Because the results of DDoS attacks are serious financial disaster to the victim, many research
results(3:4:5:10,11,12,13,14,16,17,20] \yhich are aimed at preventing the DoS/DDoS attacks, have been ob-
tained inthe research field. They canbe divided intothree lines: attack preventionand preemption(before
the attack), attack detection and filtering(during the attack) and attack source traceback and identification
(during and after the attack).

Although, it is infeasible to use IP traceback to stop an ongoing DDoS attack, it could be very helpful
in identifying the attacker and collecting evidence for post-attack law enforcement.

Among the above techniques, attack traceback and identification has been much considered recently.
It can usually be carried out after or during a DDoS attack. IP traceback refers to the problem, as well
as the solution, of identifying the actual source of any packet sent across the Internet without relying
on the source information in the packet. Up to now, there are generally two type approaches to the
IP traceback problem. One is for routers to record information about packets they have seen for later
traceback requests(®*4l, named logging. Another is for routers to send additional information about the
packets they have seen to the packets’ destinations via either the packets[>:*6] or another channel, such
as ICMP messages!!?!.

In Bellovin’s proposed ITRACE scheme, routers, with a very low probability, send ICMP messages
to the destinations of packets they have just forwarded'®!. For a high-volume flow, the victim will
eventually receive ICMPs from all of the ITRACE routers along the path back to the attackers, revealing
its location. Savage and colleagues proposed a different scheme, in which routers with considerably
higher probability mark the packets they process with highly compressed information that the victim
can decode in order to detect the edges traversed by the packets, again enabling recovery of the path
back to the attacker®!. However, the scheme runs into computational difficulties as the number of
attackers increases. This problem is addressed by Song and Perrig by supplementing the scheme with
the use of network topology maps['®l. Recently, Snoeren and colleagues developed a Source Path
Isolation Engine(SPIE) that records sets of hashes of packets traversing a given router/. A victim
can then locate the path of a given packet by querying routers within a domain for the set of hashes
corresponding to the packet, providing that they issue the query soon enough after the packet was
transmitted that the record of its presence is still available. SPIE has a major advantage in that it can
facilitate traceback of even low volume flows.

There is a dilemma in designing the IP traceback scheme: time and space requirements. Among the
above systems, the logging related schemes are said not practical because the storage requirement of
the router is too high; the marking related schemes have the disadvantages of high time consumption in
marking packets collection and attack paths construction.

In the victim’s view, the quick response to the attack is much more desired. However, in order to
reduce the marking space requirement, the well recognized schemes proposed in!®! deployed some code
techniques which led to the inefficiency in packet collection and attack path reconstruction, especially
for DDoS attacks. The direct result is that the victim has to endure longer attack.

To make the IP traceback technique more practice, it is necessary to make a tradeoff between the time
and space requirements. In this paper, we proposed an on-demand probabilistic multi-edge IP marking
technique to do IP traceback. It is designed that the marking enabled router only doing marking when
it receives the marking instruction from the network administrator. In the scheme, the record route IP
option is used to mark the router’s(by which the packet is forwarded) IP addresses. In the record route
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IP option, several IP addresses can be recorded. So, an attack packet can carry a segment of the attack
path with which it can improve process of the attack path reconstruction greatly.

Based on the proposed IP traceback technique, DDoS Scouter system is designed to prevent the
DDoS attacks. The system consists of attack detection, IP traceback and packet filtering(intelligent
packet filtering using the traceback scheme will be studied in the other paper).

The rest of the paper is organized as follows. Section 2 proposes the basic and authenticated multi-
edge marking and traceback algorithms. In section 3, the DDoS Scouter system is presented. The
testing results of the system is described in section 4. In section 5, some problems of the system are
discussed and it is concluded in section 6.

2. Multi-edge marking

Keeping in mind that the IP protocol should not be modified or just little modification should be
made when an IP marking scheme was designed or developed. In addition, the designed or developed
system should not add too much process burden to the routers, which would lower the performance of
the routers. It is also noticed that, without the help of the network administrator, it is very inefficient
and difficult for the victim to do the traceback.

21  Record routelP option!®

The record route option provides a means to record the route of an Internet datagram. The option type
is 7. A recorded route is composed of a series of Internet addresses(see Table 1). For the record route
IP option is designed for network control use, it is seldom used in today’s Internet. In the Multi-edge
marking scheme, we make use of the IP option to marking the routers’ IP addresses through which the
packets traverse. This requires no changes to the IP protocol. Record route option is not copied on
fragmentation and goes in first fragment only. It appears at most once in a datagram.

Table1l. The data format of record route IP option

0000011 | length | pointer | routedata

For the maximal Internet header is 60 octets, the record route IP option header is 3 octets, a typical
internet header is 20 octets[?!, and if there are no other IP options in use, the maximum number of IP
addresses that the record route IP option can contain is 9(= (60 — 20 — 3)/4).

2.2 algorithm

The multi-edge marking is to append adjacent segment attack path to the record route IP option of the
packet as it travels through the network from the attacker to victim. Unlike the node append proposed
in(3:16] the algorithm is a probabilistic based and does not append the routers’ IP addresses to all packets.
Because of the limited space in IP header, it can not mark all the routers’ IP addresses into the record
route IP option if the attack path is longer than 9. Here, we propose to mark the packet probabilistically.
When a marking enabled router forwards a packet destined to the victim and the packet’s record route
IP option is not opened, it determines probabilistically whether or not to open the record route IP option
of the packet to do marking. If it decides to open the option, it appends its IP address to the record
route IP option. If a packet destined to the victim, the packet’s record route IP option is opened and the
number of the appended IP address is less than 9, it appends its IP address to the record route IP option.

After the victim collects enough marking packets, it uses the multi-edges sampled in these packets
to create a graph leading back to or near to the source or sources of attack. Figure 1 depicts the full
marking and attack path reconstruction algorithms.
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Marking procedure at router R:
for each packet w
if destination of w is victim then
if record route IP option is set on then
if the record route number < 9 then
append R into w.record router IP option
endif
else
let « be a random number from [0,1]
if £ <pthen
set the record route IP option on
append R into w.record router IP option
endif
endif

endif

Path reconstruction procedure at victim v:
let NodeTable be an empty diagonal matrix, the element of the matrix be of tuples nt(node, count)
for each path segment(R1, Rz, - - -, Rn, 1 < n < 9) of attack path in the attack packet
for each router (R1, R2,--+, Rp,1 <n<9)
if R; is not in the column then
add R; into the diagonal matrix
set nt(R¢71, Rl) and nt(Ri, Ri+1) be (1, 1)
else
increase nt(R;—1, R;).count, nt(R;, Ri+1).count by 1
endif

draw the attack path according to the NodeTable established. If nt(R;, R;).node = 1, R; and R; are connected directly

Figurel. The multi-edge marking and path reconstruction algorithms

The marking algorithm depicts in Figure 1 is named uncovered marking, which means that the marked
IP address can not be covered by the later router. This would lead to the further the router to victim
the less probability that the router’s IP address is marked. The marking algorithm can be modified to
covered marking, i.e. when the IP option is full and there is another router want to mark its IP address,
the very first IP address will be shifted out to give the space for marking the new comer.

If we consider the DDoS attack as propagating in a tree T', where the root of the tree T is the victim,
each internal node in T" corresponds to a router R on the Internet, and each leaf in T is an attack host.
Our goal in the traceback problem is to identify the internal nodes of the tree 7" and to draw the tree.
For the marked packets take the sequential segment of the path through which the packets pass, the
victim need not to determine the location of each router(IP address) on the path. It just need to draw a
connective graph according to the sequential segment collected. Compared with the available scheme,
the victim needs not to determine which router is located before or after the other router(which may
dominate the path reconstruction time), so the attack path reconstruction algorithm here is both robust
and extremely quick to converge, especially in reconstructing multiple attack paths in DDoS attacks.

2.3 Analysis

The victim uses the edges marked in the attack packets to reconstruct the attack graph. The algorithm
is depicted in Figure 1. It is noticed that the marking scheme is un-covered, which means that if a packet
is marked at router A, the followed routers must mark their IP addresses into the packet unless there is
no space in the record route IP option. So the probability of receiving a sample is becoming smaller
the further away it is from the victim. The time for the algorithm to converge is dominated by the time
to receive a sample from the furthest router. Let L be the length of the attack path, p is the marking



DDoS <couter: A simple | P traceback scheme 5

probability and N denotes the number of the IP address that record route IP option can contain, here it
is 9. The expected number of marked packet needed to reconstruct the attack path is [L/Np]. Some
research results*:1%! indicate that the distance between arbitrary two hosts in Internet would not exceed
30 hops. If every marked packet carries 9 routers’ address and no overlap of the path segment, 4 marked
packets is enough to reconstruct the longest attack path in the Internet.

24 Authenticated multi-edge marking algorithm

A main disadvantage of the basic multi-edge marking scheme is that the packet markings are not
authenticated. Consequently, a compromised router on the attack paths could forge the markings by
appending spoofed IP address or filling up the IP record option using spoofed IP addresses, preventing the
victim from determining the attack paths. To solve this problem, we need a mechanism to authenticate
the packet marking. A straightforward way to authenticate the marking of the packets is to have the router
digitally sign the marking. However, digital signatures are very expensive to compute and have large
space overhead. Here, we propose a much efficient technique to authenticate the packet marking. The
technique only uses one cryptographic MAC (Message Authentication Code) computation per marking,
which is much more efficient to compute(i.e., HMAC-MD5[3! s three to four orders of magnitude
more efficient than 1024-bit RSA signing) and can be adapted so it only requires the 16-bit overhead for
storage. It is conjectured that it is computationally infeasible to produce two messages having the same
message digest, or to produce any message having a given pre-specified target message digest. For the
standard output of MD5 is 128-bit message, it is modified to produce a 16-bit output. In order to avoid
collision, the packet-specific information is necessary. Let h xdenote the MAC function using key K.
If each router R; shares a unique secret key K; with the victim, R; can apply to its IP address and some
packet-specific information, such as the source(S;p) and destination(D;p) IP addresses in the packet,
with K, i.e. hk,(Srp, Drp, R;.IP) to produce the authentication R;.auth. For each R;.auth is 16-bit
long, the IP route record option can contain 6 marking messages at most.

The authenticated marking and attack path reconstruction algorithms are depicted in Figure 2.

Marking procedure at router R; :
for each packet w
if destination of w is victim then
if record route IP option is ON then
if the record route number < 6 then
append R;.IP into w.record route IP option
append hk; (Srp, Drp, R;) into w.record route IP oprtion
endif
else
let « be a random number from [0,1]
if x < pthen
set the record route IP option on
append R;.IP into w.record router IP option
append hk; (Srp, Drp, R;) into w.record route IP oprtion
endif
endif

endif

Path reconstruction procedure at victim v:
let NodeTable be an empty diagonal matrix, the element of the matrix be of tuples nt(node, count)
for each path segment(R1, Ra, - - -, Rn,1 < n < 6) of attack path in the attack packet
for each router (R1, Rz, -, Rn,1 < n < 6)
if hx, (Sip,Drp, R;) = R;.auth then
if R; is not in the column then
add R; into the diagonal matrix
set nt(R¢_1, Rl) and nt(Ri, Ri+1) be (1, 1)
else



increase nt(R;—1, R;).count and nt(R;, Rit+1).count by 1
endif
endif

draw the attack path according to the NodeTable established. If nt(R;, R;).node = 1, R; and R; are connected directly.

Figure2.  The authenticated multi-edge marking and path reconstruction algorithms

3. DDoS Scouter

To keep in line with the above principles, DDoS Scouter is designed as a query-respond system.
Only when the IDSs deployed in the victim’s system detect that there exists DDoS attacks aimed at the
victim, the network administrator on receiving the marking requests asks the marking enabled routers
to do IP marking. The enabled routers mark its IP address only into the specific packet(destined to the
victim, the other packets destined to the other destination are not marked). The system involves the
victim, intrusion detection system, network administrator or operator, IP marking and/or packet filtering
enabled routers. All the communications among any components in the system must be authenticated
to avoid being used by invalid users or attackers.

Figure 3 shows the architecture of the system. The DDoS Scouter consists of four entities: victim,
Intrusion Detection System(IDS), network administrator and marking and filtering enabled routers.

The IDS responds to detect the DDoS attacks and sends DDoS attack alarm to the network adminis-
trators. When IDS detects that there exists DDoS attacks aimed at the victim host or network, it sends
DDoS attack alarm to the victim’s network administrator with the victim identity and attack character-
istics. There are many commercial available IDS systems!18:2122:23] and also there are some research
results on how to detect DDoS attacks!*821.

The network administrator is responsible for controlling the routers to do IP marking and packet
filtering. On receiving the DDoS attack alarm, the network administrator authenticates that the alarm
is really sent by a valid IDS. Then, it sends IP marking instructions to the IP packet marking enabled
routers to start to do IP marking. On receiving the attack paths information, the network administrator
decides on which routers the packet filter should be launched to stop or dilute the DDoS attacks aimed
at the victim and sends the filtering instruct to the selected routers to do packet filtering.

The marking and/or filtering enabled routers are responsible for carrying out the marking and packet
filtering functions. On receiving the mark instructions, the IP packet marking enabled routers begin to
mark its IP address into the packets destined to the victim. The packets routed to the other destinations
are not marked. On receiving the filtering instructions, the routers filter the packets destined to the
victim and forward the packets destined to the other destinations.

Having received the marked packets, the victim collects the IP addresses of routers through which
the packets are passed. Using the collected the IP addresses, the victim reconstructs the attack paths or
sub-paths and sends the attack paths to the network administrator to do filtering.

4. Simulation

To test the performance of the multi-edge marking scheme, we conduct an experiment on SSFnet[*3],
a well known network simulator system. In the simulation, the following three schemes are tested and
compared: Compressed edge fragment sampling (CEFS), Un-covering Multi-Edge method (UME) and
Random Multi-Edge method (RME). The first one is proposed in [ and the last two are proposed in
this paper. The difference between RME and UME lies in whether the marking procedure is random or
not. In UME scheme, when the IP option is full, the following router’s IP address can not be marked.
In the RME scheme, when the IP option is full, the very first router’s IP address is shifted out and the
new router’s IP address is marked in. These schemes are tested in three scenarios:

= S1: one attacker being 10 hops away from the victim.
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Figure3.  The architecture of the DDoS Scouter

=  S2: one attacker being 24hops away from the victim.

= S3: 261 hosts locating at different places and attacking the victim through 14 different paths, i.e.
a Distributed DoS attack.

Two criterias are used to make the comparison. The first one is the expected number of the packets
required for path reconstruction. Table 2 shows the simulation results. It indicates that the multi-edge
marking schemes needs much less packets than CEFS, especially for the DDoS attacks. For most
flooding-style DoS attacks send many hundreds or thousands of packets per second, the victim can
collect the enough packet in the moment. In addition, the marking enabled router need to perform the
marking function in the short time slot. From the table, we observe that when the length of the attack
path increases from 10 to 24, the increment of packets in UME is slight. It indicates that UME has good
adaptability for the change of the distance. The second one is the time required for path reconstruction.
The simulation results indicates that all of the tests except for the CEFS in DDoS attack scenario, which
takes more than one day to do the path reconstruction, can be completed within one second.

Table2a. Number of packets needed to reconstruct the Table2b. Number of packets needed to reconstruct the
attack path p = 0.05 attack path p = 0.1
S1 Y 3 S1 Y 3
CEFS 2000 3600 56000 CEFS 1400 5900 75000
UME 40 40 800 UME 30 40 400

RME 60 90 2100 RME 70 150 2000
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5. Discussion
51 Fragmentation

It is indicated in®! that the main drawback of the marking algorithm is overhead of the packet size
increased by the marking, which can lead to the fragmentation and bad interactions with services such
as MTU discovery!®l. Note that the routers just mark the packets destined to the victim, it does not affect
the other packets in deed. If the marking results in the fragmentation of the packet, it can be designed
to fragment the packet properly that the packet will be not fragmented again later. Furthermore, the
fragmented packet will not be marked except for the first segment of the packet. Some research results
shows that more than 95 percent attack packets are small packet, such as TCP(SYN,RST), ICMP and
so on. These kind of packets have enough space for multi-edge

5.2 Authentication

In the DDoS Scouter system, there are two kinds of channels should be authenticated. The first one
is the communications among the victim, the IDS, the network administrator and the marking enabled
routers.The malicious users or attackers can send invalid marking request or filtering request to launch
another type of DoS attacks. Any authentication and encryption mechanisms available can be deployed
in the system.

For the compromised routers could forge the markings according to the precise probability distribution
and preventing the victim from detecting and determining the compromised router by analyzing the
marking distribution, the second one is to authenticate the marking information and has been considered
in section 2.4.

53 Cross-domains

In DDoS Scouter, the network administrator acts as the controller to do marking and filtering on
demand. Because there exists trust problem among different 1SPs or ASs, the network administrator
cannot send instructs to routers not belong to his domain. The attack paths reconstructed by victim is
just the sub-attack paths. In order to reconstruct the full attack paths, the trust among different ISPs
must be established. Based on the trust, the network administrator in the victim’s domain sends the
marking request and filtering request to the other ISPs network administrators. Thus, DDoS Scouter
can trace back exactly to or near to the attackers or agents. A directly solution to this problem may be
hierarchical mechanism.

6. Conclusion

To make the IP traceback more practical and efficient, multi-edge marking based scheme was proposed
in the paper. According to the analysis and simulation, the scheme is much more efficient than the
scheme available up to now. In addition, the authors proposed a DDoS Scouter system, which is an
architecture or framework, to prevent the DDoS attacks. Coupled with the fact that attack mechanisms
and tools continue to improve and evolve, more effective detect-and-filter approaches must be developed
in addition to the use of ingress packet filtering and other existing defense mechanisms and procedures.
In the next, for the multi-edge marking scheme, we are exploring some code techniques to decrease
the space requirement of one IP address. Based on the architecture, we will introduce the intelligent
filtering technique into the system and extend it to a global defense infrastructure to protect the entire
Internet from DDoS attacks.
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